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Agenda

• FD.IO Review

• Challenges in Container & Cloud Native Apps

• Proposed Solutions
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FD.io in Overall Stack

Page 3

Application Layer/App Server

Orchestration

Network Controller

Data Plane 

Management Agents
Packet 

Processing
Network IO

Operating Systems

Hardware

Data Plane Services
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Network Framework

Data Plane Application Environment

docker

K8S

ODLONOS

Openstack

AC 
controller

OS

Hardware： CPU(INTEL、ARM)、NIC、SoC、FPGA, ……

TLDK /socket

DPDK

VPP
Forwarding

User space

Network App
(Policy, Identity)

Control Plane Application Env

Data Plane

C
lo
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d
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Control 
Forwarding 

Plane

Mgmt
Plane

Openstack

K8S

Docker

1. Common Overlay strategy 

for VM/Containers/Bare 

Metal…

2. Common API to VPP for 

control forwarding and 

model driven management 

planes

3. Create common 

application API to VPP 

forwarding

4. Common API to 

DPDK/ODP to support:

• Diverse CPU chips

• Diverse virtualization 

environments

• Diverse NIC, NPU, 

FPGA

1

Hypervisor, Container1

4

Network App

Policy Identity

2

3

ONAP

IO

Container App

HoneyComb

NSH_SFC ONE ………

ODP

Local Control

BGP …

Yang/Netconf

2

….
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One Data Plane Multiple Deployment Scenarios 

FD.io

Operating Systems

Hardware

CPU(INTEL、ARM)、NIC、SoC、FPGA, ……

VM VM Con Con
VM

FD.io

Con

FD.io

Operating Systems

FD.io

Hardware

INTEL, ARM

FD.io

Hardware

INTEL, ARM

Device

Smart 

NiC

FD.io enables:

1. Bare Metal, Cloud NFVi and Container Infra

2. FD.io based VNFs

FD.io Ecosystem

1. Various OS (Kernels/Hypervisors) and Hardware

App

VNF

Server
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Kernel space or User space ?

Page 6

Oops..

Go through kernel space and user 

space many times when 

communication between 

containers

How about

User space stack instead of kernel 

TCP/IP stack

Challenge：Applications need to adapt to different APIs while using user space stack

FIFO

container

TCP/IP

dev

send()

FIFO

container

TCP/IP

dev

recv()

kernel

glibc

APP APP

container

xxx_send()

/xxx_recv()

APP

User space stack

DPDK
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Apps have different flavors
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Oops…

different APP different user space 

stack——Some applications 

required high I/O throughput(e.g. 

File transfer, Video on Demand) and 

Some applications required low 

latency(e.g. online game , live 

streaming)，

How about…

Develop different stack to match 

different requirement

Challenge：Application can not choose stack dynamic

container

xxx_send()

/xxx_recv()

Web 

APP

online 

game 

File 

transfer

container container

yyy_send()

/yyy_recv()

send()

/recv()

Low latency 

stack
Kernel TCP/IP

high I/O 

throughput stack
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Hardware is not all the same
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Oops…

Didn’t make full use of the speedup 

ability of  different hardware by 

kernel stack and user space stack

example

RDMA

Challenge：How to identify the difference of hardware and how to adapt RDMA
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DMM - Protocol Stack Common Framework

REST

netconf/yang

Other（BGP）

H
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n
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Protocol 
stack

Framework
VPP Honeycomb

Kernel 
TCP/IP

Posix Socket Compatible API (LD_PRELOAD)

P
ro

to
co

l o
rch

e
stra

to
rHAL

Socket (MUX)

VPP 
Host Stack

…

Web APP Video Online game

VPP

ipv4-input/output

DPDK-input

ipv6-input/output …

VPP 
VCL

RDMA
Stack

R
D DHT

REST

SBR

RD : Resource Discovery , SBR : Socket Bridge 

Posix Socket 

Compatible API + 

nSocket

1. Posix compatible 

and uniform 

socket API to 

APP

2. Support both 

kernel TCP/IP 

stack and user 

space stack

Third stack
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DMM - Protocol Stack Common Framework

REST

netconf/yang

Other（BGP）
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VPP Honeycomb

Kernel 
TCP/IP
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HAL

nSocket (MUX)

VPP 
Host Stack

…

Web APP Video Online game

VPP

ipv4-input/output

DPDK-input

ipv6-input/output …

VPP 
VCL

RDMA
Stack

R
D DHT

REST

SBR

Protocol orchestrator 

+ nRD

1. dynamic mapping 

between 

application and 

stack

2. Stack selection 

rule can be 

configured by e.g. 

SDN controllers 

RD : Resource Discovery , SBR : Socket Bridge 

Third stack
Protocol 

stack
Framework
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Key Takeaways
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Posix Socket Compatible API (LD_PRELOAD)

P
ro

to
co

l o
rch

e
stra

to
r

HAL

nSocket (MUX)

VPP 
Host Stack

TLDKLWIP

R
D

HAL：Hardware Abstraction Layer，a IO adaptor

Common library for develop user space stack

F-Stack

 Stack developers  can 

concentrate on user space 

protocol innovations;

 Apps can dynamically choose 

different protocols.

 Support both kernel TCP/IP 

stack and user space stack；

 Container network will easily 

build E2E communication 

capacities.
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